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Welcome to Business eBanking and the Business Authenticator mobile app.

The Business Authenticator mobile app will add an extra layer of security for ACH and wire transactions. This guide will
walk you through activating the app in order to generate the One Time Passcodes (OTPs) that you'll need in order to
approve these transactions. If you need support at any point in time, please feel free to call us at 877.920.6888,
Monday — Friday 8 am —5 pm. We look forward to continue to support your business banking needs.

Activating the Atlantic Union Bank Business Authenticator mobile app

1. To start, download the Atlantic Union Bank Business Authenticator mobile app from the App Store.

business

authenticator

e Only Business eBanking users who are assigned to approve outgoing wires or ACH payments will be required
to download and use the Atlantic Union Bank Business Authenticator mobile app.

e Business eBanking users who are assigned to initiate outgoing ACH payments or wire transfers will not be
required to use the app.

2. Loginto Business eBanking.

Sign i to Business eBanking

Company ID:

User ID:

Can't Sign in?
Call Customer Support at1-877-920-6888

View our privacy policy

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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https://itunes.apple.com/us/app/union-business/id1368095416

Once you log in, the system will display the “Set Up Software Token Sign On” screen.

[
Set Up Software Token Sign On

Step one - Scan QR code

You can delay software token activation and continue signing on;
however, you will be unable to approve transactions until activation is
complete.

—

e Please note: VASCO DIGIPASS is the vendor branding for the mobile app. Please do not search for this
phrase in your App Store as you’ll find many different variations.

e [fyou’re not ready to activate the app yet, you can select “Sign on page” to return to the log in screen or
“continue signing on” to skip the soft token activation and continue to the Business eBanking Welcome page.

Open the Business Authenticator mobile app. Under Activation, click “Scan QR code” in order to scan the QR
code that appears on the “Set Up Software Token Sign On” screen within Business eBanking. Once you've done
this, click “Continue” in Business eBanking.

(3

Activation mode:

C/ Scan QR code

Online Help

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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e Please note: Hold the mobile device with the camera facing the computer screen to capture the QR code on
the Business eBanking screen. The face of the mobile device should be facing the user.

The Atlantic Union Bank Business Authenticator mobile app will generate a device code as shown below.

4. Enter that device code into the “Device Code” field on the Business eBanking screen. Click “Continue” on the
Business eBanking screen.

Set Lk) SOﬂware TOken Slgn On € Cancel Authenticator Activation

Step two - Enter device code

Success. Please find below your device code. Once entered on
server, please scan the second QR code.

Device
—

Code:

Continue ‘ Cancel ‘

o 34870122375

Press the button below to scan your QR code.

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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5. After you've entered the device code and clicked “Continue,” Business eBanking will display a second QR code.

23
Set Up Software Token Sign On

Step three - Scan QR code

—

6. Inthe Business Authenticator mobile app, click “Scan the second QR code” to scan the second QR code that
appears on the Business eBanking screen. Then click “Continue” in Business eBanking.

{ Cancel Authenticator Activation

Success. Please find below your device code. Once entered on
server, please scan the second QR code.

34870122375

Press the button below to scan your QR code.

Press the button below to s

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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7. On the mobile app:
a. If thisis the first authenticator that you are setting up, the app will ask you to set up a unique PIN in the
screen below and click “OK” in the upper right corner

i. Your PIN will need to be numeric digits with a minimum of 4 characters and a maximum of 16.
They cannot be sequential values.

ii. Please retain this PIN for your records. You’ll be asked for your PIN to generate One Time
Passcodes in order to approve outgoing ACH or wire payments via Business eBanking going
forward. You will need this mobile app on hand in order to approve any of these transactions.

€ Cancel PIN Setup

PIN

Confirm PIN

e

' Passwords

1]2)3]4)|5|6]7]8]9]0
A HBE IR G
= . ? ! T

b. If you're adding an additional authenticator, the app will prompt you for this same PIN (Enter the PIN
that you set up for the first authenticator).

£ Cancsl FIM Setup

PIN

¥ Fasswords
giwlelritiviulilolp
alsid flglhljlkll
£ | zix | c|v|bn m| k=8

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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8. The “Authenticator Activation” screen on the mobile app will then generate “Your first One Time Passcode” as
shown below.

OK Token derivation

Your first One Time Passcode is:

177117

Your serial number:

Press the button below

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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9. Enter the One Time Passcode in the “Verification Code” field in the Business eBanking screen. Then click
“Continue” on the Business eBanking screen and “OK” in the mobile app.

[
Set Up Software Token Sign On

Step four - Enter verification code

Verification Code:

Continue ‘ Cancel

10. On the “Token derivation” screen, the user has to click on “OK”, on the upper left corner, and not the link “Press
the button below to scan your QR code” that appears at the bottom of the screen.

Token derivation

Your first One Time Passcode is:

177117

Your serial number:

FDT081458

Press the button below 1o s

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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11. The Sign In screen will then appear in Business eBanking. Enter your Business eBanking password to sign in and
activate the security token within the mobile app.

Sign in to Business eBanking

Company ID: -2 [
User ID: jhaniiiill
Password:

o

Enter different Company/User ID

Forgot your password?

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
Page | 10



Adding an Additional Authenticator

1. On the Atlantic Union Bank Business Authenticator mobile app home screen, click on the “Settings” icon on the
upper right corner.

Applications
[ & One Time Passcode
~

‘ E=) visit Atiantic Union Bank

2. Click “Add an Authenticator” to start adding a new authenticator.

Manage biometric
protection

Change PIN

@ Authenticator information

ﬁ Provider information

’_'; Add an Authenticatar

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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3. The app will prompt the “Activation” screen.

Activation mods;

. Q. Scan QR code

\ % Online Help

L

4. Follow steps 2-11 shown on pages 2-9 to add the new authenticator.

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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Renaming the Authenticator(s)

1. On the Atlantic Union Bank Business Authenticator mobile app home screen, click on the “Settings” icon in the
upper right corner.

[ & One Time Passcode
~

‘ E=) visit Atiantic Union Bank

2. Click “Rename the Authenticator”.

Manage biometric
protection

Change PIN

ﬁ Authenticater information

—

ﬁ Provider information

’_'; Add an Authenticator

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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3. Select the authenticator you want to rename.

< Cancal  Selact an Authenticator

FDTOB14582 |

L

FDTOB14585

4. Enter a new name for this authenticator and click on “OK” in the upper right corner.

& Cancel  Renarne the suthenticator QK
Change the Authantcalor mme

FOTOB1458%

gw e r tly ui1jo p

5. Repeat the steps 1-4 to rename other authenticators as needed.

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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Approving an ACH Payment or Wire Transfer

1. Open the Atlantic Union Bank Business Authenticator mobile app to request a “One Time Passcode” to approve
an ACH payment or wire transfer.

business

authenticator

2. Click on “One Time Passcode”

Applications

‘ & One Time Passcode ‘

‘ E=)) visit Atiantic Union Bank ‘

Press the button below to

3. If you have more than one authenticator set up, the app will ask you to select the authenticator for which you
want to generate the one time passcode.

FDTO814582 -User 1

FDTOS14585

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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4. Enter your PIN and click “OK” in the upper right corner.

£ cancel One Tiny

FIN

5. The mobile app will generate the “One Time Passcode” that will be valid for a short period of time before it
expires, as indicated by the “Remaining time” bar. When it expires, a new one will automatically be generated.

& Back One Time Passcode

Generated One Time Passcode:

515050

Serial number:

FDT0814582

Remaining time:

Press the button below to

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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6. Inputthe One Time Passcode into the “Passcode” field on the Business eBanking screen below and click on

“Continue”.

Secure Token Passcode

Enter your passcode and click "Continue.”

Transactions cannot be approved until you have activated your software token. If
you have not activated your software token, sign off and complete the activation.

Passcode

7. Until all required approvers approve the transaction yet, Business eBanking will display the “Wire Approval Confirmation”
page that will state, “The requests below have been approved. All approvals must be received before these transactions
will be transmitted” .
Wire Approval Confirmatidn
@ The requests below have been approved. All approvals must be received before these requests will be transmitted.
View Completed T { New selection View your wire limits
Approved: 12/17/2020 01:41:50 PM (ET)
Approved By: JHAN
Approved Wires
The requests below have been approved by you.
Account Recipient Amount  Currency Effective Confirmation Number Approval Statu:
Checking - Big Wire Test 125 USD 11/27/2020 o Tof2
Additional information for recipient : TEST
Total : 1 items for 1.25 usD
8.

Once all approvers approve the transaction, Business eBanking will update the message on the “Wire Approval

Confirmation” to say “The wire transfer requests below have been approved. To check the status of these transactions, go
to View Completed Transaction”.

Wire Approval Confirmatidn

@ The requests below have been approved. All approvals must be received before these requests will be transmitted.

View Ct I Ti i I New selection View your wire limits

Approved: 12/17/2020 01:41:50 PM (ET)
Approved By: JHAN-

Approved Wires

The requests below have been approved by you.

Account Recipient Amount

Currency Effective Confirmation Number Approval Statu:
Checking - I Big Wire Test 1.25 usb 11/27/2020 -6038 1of2
Additional information for recipient : TEST
Total : 1 items for 125 usbD

That’s it! You're all set. Your transaction(s) will then be processed.

If you need support, please contact Treasury Services Support at 877.920.6888, Monday — Friday 8 am — 5pm.
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